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Abstract

Diagnosability determines if the occurrence of faults can be inferred from a limited number of observations. The fundamental question
asks whether a proposed verification algorithm is the fastest possible. Since no techniques are known how to prove that a faster algorithm
does not exist, we consider well-established conjectures from the complexity theory to justify that the algorithms are the best possible
in the sense that a significant improvement in the time complexity would refute the conjectures. For strong diagnosability, we show that
the quadratic algorithm for verifying diagnosability of monolithic systems is optimal (in the above sense), and that there is no algorithm
verifying diagnosability of modular systems faster than the quadratic algorithm applied to the constructed monolithic system. For weak
diagnosability, we propose a new exponential algorithm for monolithic systems and show that it is optimal. Finally, we extend weak
diagnosability from automata to labeled Petri nets and prove that weak diagnosability is undecidable for unbounded nets.
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1 Introduction

Diagnosability of discrete-event systems has attracted atten-
tion of the research community for several decades (Basilio
et al., 2021; Cassandras and Lafortune, 2021). The goal
of diagnosability verification is to determine whether every
fault can be detected within a finite number of observation
steps. While strong diagnosability requires every fault to
be detected on every path within a finite delay, weak diag-
nosability requires that there is always a possibility to de-
tect the fault.! We discuss the complexity of both strong
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1" A different notion of weak diagnosability, related to weak fair-
ness, has beed discussed, e.g., by Germanos et al. (2015).
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diagnosability (or simply, diagnosability) of Sampath et al.
(1995) and weak diagnosability of Cao et al. (2021). Note
that weak diagnosability is equivalent to the logical version
of A-diagnosability of Masopust and Yin (2019).

For systems modeled by automata, Sampath et al. (1995)
proposed an exponential algorithm to verify diagnosability
of a monolithic system based on a diagnoser, and Jiang
et al. (2001) designed a polynomial algorithm based on the
parallel composition of two copies of the system, nowadays
commonly known as the twin-plant construction. This idea
eventually led to a quadratic algorithm (Yoo and Lafortune,
2002; Moreira et al., 2011). If the system is modular, the
approach to compute a monolithic system results in an al-
gorithm running in time O(n**), where n is the maximum
number of states of kK modules. Yin and Lafortune (2017b)
showed that diagnosability of a modular system cannot be
verified in polynomial-time unless P = PSPACE.

While the verification of diagnosability for monolithic sys-
tems is solvable in polynomial time, the verification of weak
diagnosability is not, unless P = PSPACE (Bertrand et al.,
2014; Chen et al., 2016). The algorithm of Cao et al. (2021)
verifies weak diagnosability of monolithic systems in time
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O(n?2%"), where n is the number of states. For modular
systems, Masopust and Yin (2019) showed that there is no
polynomial algorithm verifying weak diagnosability. They
further showed that, unless P = PSPACE, there is no polyno-
mial algorithm verifying diagnosability of a modular system
even in a special case where all shared events are observable.

A challenging question asks whether there are faster algo-
rithms. Is the quadratic algorithm to verify diagnosability
for monolithic systems optimal or are there sub-quadratic or
even linear algorithms? And how about the exponential algo-
rithms? Indeed, under the assumption that P # PSPACE, we
can exclude the existence of polynomial algorithms. How-
ever, there could still be significantly faster, sub-exponential
algorithms.

In this paper, we address these questions. Since no techniques
are known how to prove that an algorithm is the fastest pos-
sible, we make use of several well-established conjectures
from the complexity theory to justify optimality in the sense
that it is very unlikely that there are faster algorithms. We
show that:

(1) the quadratic algorithm to verify diagnosability of a
monolithic system is optimal;

(2) the algorithm to verify diagnosability of modular sys-
tems, running in time O (n**) where n is the maximum
number of states among k modules, is optimal in the
sense of the existence of an n°*)-time algorithm—it
is an open problem whether there is an O (n<)-time
algorithm for a constant ¢ < 2; and

(3) we propose a new, optimal algorithm to verify weak
diagnosability for monolithic systems.

Recall that optimality refers to time complexity. In particular,
various approaches to diagnosability leverage the modular
structure of systems and focus on different aspects; see, e.g.,
Basilio and Toguyéni (2023); Contant et al. (2006); Debouk
et al. (2002); Fabre et al. (2005); Garcia et al. (2005); Li
et al. (2017); Pencolé (2004); Ramirez-Trevifio et al. (2007);
Ricker and Fabre (2000); Schmidt (2013); Ye and Dague
(2010); Zhou et al. (2008).

For systems modeled by labeled Petri nets, Cabasino et al.
(2012) introduced a verifier net and leveraged its reachability
and coverability tree to verify diagnosability of bounded and
unbounded nets. The diagnosability verification for certain
classes of Petri nets has been discussed, e.g., by Ran et al.
(2017); Yin and Lafortune (2017a); Bérard et al. (2018).
To the best of our knowledge, weak diagnosability has not
been investigated in the context of Petri nets. To bridge the
gap, we extend the definition to labeled Petri nets and show
that verifying weak diagnosability for labeled Petri nets is
undecidable.

2 Preliminaries and definitions for automata

We assume that the reader is familiar with the basic concepts
of automata and complexity theory. For all unexplained no-

tions, we refer the reader to Sipser (2012).

Let N denote the set of non-negative integers. For a set A,
|A| denotes the cardinality of A. An alphabet ¥ is a finite
nonempty set of events. A word over X is a finite sequence of
events. Let £* denote the set of all words over X, including
the empty word &. For a word w € X*, |w| denotes the length
of w. For two words wi,w, € £*, we denote by wiw; the
concatenation of w; and wj. A language over X is a subset
L c ¥*. The post-language (or left quotient) of L after a
word w is the set L/wi = {w; € Z* | wyw, € L}.

A decision problem is a yes-no question formulated for in-
stances of the problem. A problem is decidable if there is
an algorithm that for every instance decides whether it is
positive or negative. Decidable problems are classified into
classes based on the time or space required by an algorithm
to solve them. In particular, the classes P and PSPACE con-
sist of problems solvable in polynomial time and polynomial
space, respectively. A problem is PSPACE-complete if (i) it
belongs to PSPACE and (ii) every problem from PSPACE
can be reduced to it in polynomial time. Condition (i) is
known as membership and (ii) as hardness. The question
whether P = PSPACE is a long-standing open problem. It is
widely believed that P # PSPACE, that is, no polynomial-
time algorithms exist for PSPACE-complete problems.

A nondeterministic finite automaton (NFA) is a tuple G =
(0,%,6,1,F), where Q is a finite nonempty set of states,
I € Q is a nonempty set of initial states, F' € Q is a set of
accepting states, and 6: Q X T — 29 is a transition function
extendable to §: 22 x X* — 22 by induction. The language
generated by G is L(G) = {w € Z* | §(I,w) # 0} and the
language accepted by G is L,,,(G) = {w € £ | §(I,w)NF #
0}. An NFA G is deterministic (DFA) if it has a unique
initial state (]/| = 1) and no nondeterministic transitions
(l6(g,a)| <1 for every g € Q and a € ¥). An NFA is total
if its transition function § is total, i.e., §(g, a) # 0 for every
geQandae€X.

The alphabet ~ of an NFA G is partitioned into observ-
able events X, and unobservable events X,,,,. The projection
P:¥* — X7 is a morphism for concatenation defined by
P(a) = a fora € £,, and P(a) = ¢ for a € X,,, that is,
P(ay---a,) = P(ay) - P(a,) for every word a; ---a, €
X*. The definition can naturally be extended to languages.

We denote by Obs(G) the observer of G computed by
the standard subset construction (Cassandras and Lafortune,
2021). In this paper, however, the transition function of the
observe is total, i.e., Obs(G) includes the empty set as a
state. This decision is useful in our algorithmic design. We
call the states of Obs(G) the configurations of G.

A modular NFA G is aset {Gy,...,G,} of n > 2 NFAs, the
behavior of which coincides with the parallel composition
I_, G:; see Cassandras and Lafortune (2021) for details.



An NFA is live (deadlock-free) if there is an outgoing transi-
tion from every reachable state, and it is convergent if there is
no infinite sequence of unobservable events from any reach-
able state. For NFAs, liveness can be verified in linear time
using the classical breadth-first search algorithm on the un-
derlying graph of the automaton, and convergence can be
tested by looking for nontrivial strongly connected compo-
nents in the underlying graph of the automaton restricted
to unobservable events. For modular NFAs, deciding both
properties is PSPACE-complete; see the appendix.

We use O* and O to hide polynomial factors n°(!) and sub-
polynomial factors n°(!), respectively, in the classical big-O
notation. Recall that o(g(n)) is the class of functions f(n)
such that f(n)/g(n) tends to 0 for n going to infinity. For ex-
ample, O(n2*") can be written as 0*(2*"), and O (n” log n)
can be written as O (n?).

3 Conjectures from the complexity theory

A well-established conjecture in the complexity theory is the
orthogonal vectors conjecture (OVC). The orthogonal vec-
tors (OV) problem asks whether, given two sets {u1,...,u,}
and {vy,...,v,} of binary vectors of dimension d, i.e., vec-
tors in {0, 1}¢, there are vectors u; and v j that are orthog-
onal, i.e., their scalar product is equal to 0. The OVC states
that there is no algorithm solving OV in time O (n>~¢d¢) for
any &, ¢ > 0 (Williams, 2005).

Hypothesis 1 (OVC). For every € > 0, there is ¢ > 1 such
that OV cannot be solved in time O(n*~%) on instances with
d =clogn.

Other well-established hypotheses are the exponential time
hypotheses. These hypotheses are based on the fact that so
far no one has been able to solve the Boolean satisfiability
problem (SAT) significantly faster than by trying all possible
truth assignments.? Namely, the exponential time hypothe-
sis (ETH) states that 3-SAT cannot be solved in the sub-
exponential time 2°(""), where n is the number of variables.

Hypothesis 2 (ETH). There is some € > 0 such that 3-SAT
cannot be solved in time O (2°™), where n is the number of
variables in the formula.

However, ETH admits algorithms running in time O (c") for
¢ < 2. The fastest 3-SAT algorithm of Paturi et al. (2005)
runs in time O*(1.30704™). For increasing k, the k-SAT
algorithms are getting slower. The best 4-SAT algorithm of

2 A boolean formula consists of variables, logical connectives
A, V, -, and parentheses. A literal is a variable or its negation.
A clause is a disjunction of literals. A formula is in conjunctive
normal form (CNF) if it is a conjunction of clauses. If each clause
has at most k literals, the formula is in k-CNF. A formula is
satisfiable if there is an assignment of 1 and O to the variables
evaluating the formula to 1. The (k-)SAT problem is to decide
whether a given formula in (k-)CNF is satisfiable.

Hertli (2014) runs in time O*(1.46899"). This observation
motivated the formulation of the strong exponential time
hypothesis (SETH) stating that, for every constant ¢ < 2,
there is a sufficiently large k such that k-SAT cannot be
solved in time O(c"), see Impagliazzo and Paturi (2001).

Hypothesis 3 (SETH). For every € > 0, there is k > 3 such
that k-SAT cannot be solved in time O(2(1~2)"),

Finally, we consider the k-DFA non-emptiness intersection
problem (k-DFA-NEI) that asks, given k DFAs Ay, ..., A,
whether the intersection L,,(A;) N--- N L, (Ag) # 0. An
obvious algorithm runs in time O(n*), where n is the max-
imum number of states of Ay, ..., Ax. It is conjectured that
there is no faster algorithm. In particular, de Oliveira Oliveira
and Wehar (2020) discuss the implications of an algorithm
for k-DFA-NEI running in time n°%) on open problems in
circuit and computation complexity.

Hypothesis 4 (k-DFA-NEI conjecture). There is no algo-
rithm solving k-DFA-NEI in time n°¥), where n is the max-
imum number of states among the k DFAs of the instance.

4 Diagnosability for automata

As is common in the literature, we consider a single type
of fault. A generalization to multiple types of faults is done
type by type. We denote by X C X the set of fault events
(of a given type), call the words from X*X¢>* faulty, and
the other words non-faulty. Without loss of generality, we
assume that X ¢ is a singleton, i.e., Xy = {07}, and with a
slight abuse of notation, we write Xy € w to indicate that a
fault event occurs in w.

Definition 1 (Diagnosability for NFAs). A live and conver-
gent NFA G over X is diagnosable with respect to projection
P: ¥* — X7 and fault events Xy C X, if (3k € N)(Yw; €
L(G) N Z*E,E%)(Vwy € L(G)/wi)[lwal > k = (Yw €
L(G))[P(w) = P(wiw2) = (Z € w)]].

The fastest algorithm deciding diagnosability for NFAs runs
in time quadratic in the number of states of the automa-
ton (Yoo and Lafortune, 2002; Moreira et al., 2011). We
show that this algorithm is optimal in the sense that any sub-
quadratic algorithm would significantly improve the com-
plexity of OV.

Theorem 1. There is no algorithm deciding diagnosability
of NFAs in time O(nz‘s), for any € > 0, unless OVC fails.

Proof. Let U = {uy,...,u,} and V = {v,...,v,} be two
sets of binary vectors of dimension d. We can see the vec-
tors as binary words over {0, 1}. Let oy ¢ {0, 1} be a fault
event, and let the events 0, 1 be observable. For every vec-
tor u;, we construct a (d +2)-state automaton A, accepting
the language u;0¢{0, 1}, and for every v;, we construct a
(d+1)-state automaton A,, accepting the language v; {0, 1}*,



Figure 1. Automata A, Avj, ij for u; = 10101 and v; = 01010.
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Figure 2. The automaton C.

see Figure 1 for an illustration. From A,,, we construct the
automaton B,, by replacing events of non-self-loop transi-
tions as follows: event 1 is replaced by 0, and event 0O is
replaced by 0,1, see Figure 1. Then B,, accepts all words of
the form w;{0, 1}*, where w; is orthogonal to v;.

Let C denote the automaton consisting of automata A, and
ij fori,j = 1,...,n, where the initial states of these au-
tomata form the set of initial states of C, see Figure 2. Then
C has O(nd) states and transitions, and we show that C is
diagnosable if and only if there is no pair of orthogonal vec-
tors (u,v) e UX V.

Assume first that there is no pair of orthogonal vectors, and
consider a faulty word w. By the construction, the word w
is of the form u;0 ({0, 1}*, for some u; € U. Since there is
no v; orthogonal to u;, there is no word different from w
with the same projection as w, and hence C is diagnosable.

Now, let u; and v; be orthogonal. For the sake of contradic-
tion, assume that C is diagnosable for a number k. Consider
the faulty word u;0¢ and its extension w = 1%, Then the
non-faulty word v;w has the same projection as the faulty
word u;o gw, which contradicts the assumption that C is di-
agnosable.

Thus, if there were an algorithm solving diagnosability of
NFAs in time O((nd)>~%), for any & > 0, then we would
have an algorithm solving OV in the same time, which con-
tradicts OVC. O

Considering a modular system {G1,...,G}, where each
G; is an NFA. The simplest algorithm to decide whether the
modular system is diagnosable is to construct the monolithic
system G = ||l’.‘zlG,- and apply the quadratic diagnosability
algorithm. This algorithm runs in time O (n?¥), where 7 is the
maximum number of states across the £ modules. We show

that any substantially faster algorithm, running in time n°*),

Ay A

8-gron' 8- gk

Figure 3. Sketch of the reduction in the proof of Theorem 2.

would imply an n°X)-time algorithm solving the k-DFA-
NEI problem, which is considered unlikely. The existence
of an O(an)—time algorithm, for a constant ¢ < 2, is open.

Theorem 2. There is no algorithm deciding diagnosability
of a modular system {G1,...,Gy} running in time n°*),
where n is the maximum number of states among the mod-
ules G;, unless the k-DFA-NEI conjecture fails.

Proof. We make use of the reduction of k-DFA-NETI to the
diagnosability of a modular system consisting of £ mod-
ules of Yin and Lafortune (2017b). Namely, given k DFAs
Al, ..., Ay, from every A;, we create an NFA A; as a copy
of A; with an additional state f and transitions to f under a
fault event o from all accepting states of A;, and by adding
self-loops under a new observable event T to every state of
A;, see Figure 3. (Yin and Lafortune, 2017b, Theorem 1)
shows that Ay, ..., Ay have empty intersection if and only if
the modular system A’ = IIleA; is diagnosable. Since every
A; has one state more than A;, if we could decide diagnos-
ability of A’ in time n°%), where n is the maximum number
of states among A’l, e, A;{, we could solve the k-DFA-NEI

problem in time n°®)  which contradicts the k-DFA-NEI
conjecture. O

5 Weak diagnosability for automata

We now focus on the verification of weak diagnosability for
NFAs. We propose a new verification algorithm with lower
complexity, and show that our algorithm is optimal, unless
(S)ETH fails.

Definition 2 (Weak Diagnosability for NFAs). A live and
convergent NFA G over X is weakly diagnosable with re-
spect to projection P: X* — X7 and fault events X C
Yo if (VWi € L(G) N Z°ZfX")(3ws € L(G)/wy)(Vw €
L(G))[P(w) = P(wiw2) = (Zf € w)].

The definition of weak diagnosability is equivalent to the
definition of A-diagnosability of Masopust and Yin (2019)
for logical systems. Consequently, the results of Masopust
and Yin (2019) apply to weak diagnosablity.

To verify weak diagnosability, Cao et al. (2021) utilize the
test automaton of Viana and Basilio (2019), resulting in an
algorithm running in time O (n?2*"), where n is the number
of states.

We now propose Algorithm 1 that verifies weak diagnosabil-
ity in time O*(2"). To this end, we make use of the labeling



Algorithm 1 Verification of weak diagnosability

Require: A live and convergent NFA G over X, projection
P, and fault events Xy C X.
Ensure: True if and only if G is weakly diagnosable with
respect to P and 2.
1: Compute G, =G || Ag.
> We denote the state (g, ¢) of G, by g¢.
Let G’ denote G with the X ¢-transitions removed.
Compute G as the accessible part of G’.
Compute H = G¢ || Obs(Gy).-
if from every reachable state (g, -) of H, a state of the
form (-, @) is reachable then return True
6: else return False

automaton A, = ({N, F},Z¢,6¢,{N}), where 6,(N, o) =
0¢(F,of) = F. Intuitively, G, = G || A, labels all states of
G before (resp. after) the fault occurrence with N (resp. F),
and the automaton Gy generates all non-faulty words of G.

Lemma 1. Algorithm 1 is correct.

Proof. Let G be a live and convergent NFA. We show that
G is weakly diagnosable with respect to P and Xy if and
only if from every reachable state of the form (¢F,-) in H,
a state of the form (-, @) is reachable in H.

Let (gr, X) be a reachable state of H. Then, by the con-
struction of H = G, || Obs(Gy), there are a faulty word
wi € L(G) N X*X¢¥" and a non-faulty word w} € L(G),
with the same observations, leading the automaton G from
an initial state to state ¢ and the observer Obs(Gy) from
the initial state to state X, respectively.

If there is no state (p¢, @) reachable from state (gp, X) in
H, then for every extension wp € L(G)/w; of w; leading
G from state g to state p, there is a non-faulty extension
w) € L(G)/w] of w| with the same observation as w,
leading the observer Obs(G y ) from state X to a state Y # 0.
Thus, there is a faulty word w1 such that for every extension
wy of wi, there is a non-faulty word w’lw'2 with the same

observation as ww, that violates weak diagnosability.

On the other hand, if there is a state (p¢, @) reachable from
state (¢, X) in H, then there is an extension wy € L(G)/w
of wy leading G from state g to state p, and an extension of
w] leading Obs(G ) from state X to state . However, the
state () of the observer Obs(G y) means that there is no non-
faulty word generated by G with the same observation as
wiw,. Therefore, if from every reachable state of the form
(qF,-) in H, a state of the form (-, @) is reachable in H, then
G is weakly diagnosable. O

Lemma 2. The complexity of Algorithm 1is O*(2"), where
n is the number of states of the input automaton.

Proof. The complexity of Algorithm 1 is linear in the size
of the automaton H = G, || Obs(Gy), which is O((n +

Figure 4. Sketch of the reduction in the proof of Theorem 3.

m)2"™), where n is the number of states and m is the number
of transitions of the input automaton G. In particular, the
verification in the if statement on line 5 is done by coloring
all states that are backward reachable from states of the
form (-, @). The classical breadth-first search can be used for
this coloring in linear time (Cormen et al., 2022). To verify
weak diagnosability then means to check whether there is
an uncolored state in H of the form (¢p, -). m

To highlight the improvement achieved by Algorithm 1 over
the approach of Cao et al. (2021), reducing the complexity
from O*(2*") to 0*(2"), compare, for instance, 2° = 64
with 246 = 16,777,216.

We now show that our algorithm is the most efficient algo-
rithm for checking weak diagnosability, unless (S)ETH fails.

Theorem 3. There is no algorithm deciding whether an »n-
state NFA is weakly diagnosable running in time (i) 2°("),
unless ETH fails (this result holds even if the alphabet is
binary), (ii) 0*(2"/¢), for any ¢ > 2, unless SETH fails.

Proof. To prove the result, we reduce the universality prob-
lem to weak diagnosability. Let A = (Q,%,6,1, F) be an
NFA. The idea is to create an NFA A’ with two initial states,
one that always starts with a fault, o¢, and the other with a
non-faulty unobservable transition, . The automaton then
simulates A. If every configuration of A is accepting, then
A’ can always generate a particular word ensuring that the
fault has to eventually happen and be thus detected. How-
ever, if there is a non-accepting configuration of A, then A’
can enter a state where no fault ever happens.

Formally, the state set of A’ consists of states of A and
of five new states, qo, qz), r,s,t. The alphabet of A” is X U
{@,#,0,u}, where u is a new unobservable event, o is
the unique fault event, and @, # are new observable events.
The events of X are observable. The initial states of A" are
the two new states go and gj).

All transitions of A are transitions of A’. In addition, for
every i € I, we add the transitions (qo, or,7) and (g, u,1).
For every state ¢ € F and every state i € I, we add the
transition (g, @, 7). For every state ¢ € Q — F, we add the
transition (g, @, r). From every state ¢ € F, we allow the
word o ¢#, that is, we define (g, 07, s) and (s, #,1). Finally,
we add self-loops under all events of X to states » and ¢, see
Figure 4.



If A is universal, then the configuration of A” after reading a
faulty word w contains an accepting state of A or state s or ¢.
In addition, w either contains # or not. If it does not, then it
has an extension w’ € {#, os#}. Since every word that looks
the same as a word containing # is faulty, the automaton A’
is weakly diagnosable.

If A is not universal, then there is a word w that is not ac-
cepted by A. The configuration of A, after generating w,
consists of non-accepting states only, and hence the words
oyw@ and uw @ lead the automaton A’ to the configura-
tion containing only state r. In state r, A’ can generate any
word w’ over X, which means that no w’ can distinguish
the faulty word o-yw @w’ from the non-faulty word uw @w’.
Therefore, A’ is not weakly diagnosable.

If A has n states, then the automaton A” has N = n + 5
states and can be constructed from A in polynomial time.
Therefore, if we could decide weak diagnosability of A" in
time 20N ), then we could also decide universality of A in
time 2°(""). However, Fernau and Krebs (2017) have shown
that no such algorithm deciding universality exists, unless
ETH fails.

The reader may notice that the standard binary encoding of
all events of the alphabet proves the result for automata over
a binary alphabet.

To prove the second claim of the theorem, we may notice that
if we could solve weak diagnosability of the automaton A’
in time O*(2("*)/¢)_for any ¢ > 2, then we could also solve
universality of A in time O*(2"/¢). However, this contradicts
the result shown in Balun et al. (2023) that no such algorithm
exists, unless SETH fails. O

6 Weak diagnosability for labeled Petri nets

A Petrinet (PN)isatuple N = (P,T,¥), where P and T are
finite disjoint sets of places and transitions, respectively, and
F C (PXT)U(T %X P) is the flow relation specifying the arcs
from places to transitions and from transitions to places. It
is also viewed as a function ¥ : (PXT)U (T x P) — {0, 1}.
Moreover, for x € PUT we put ¥ (x) = {y | (x,y) € F} and
F1x)={y | (y,x) € F}. Amarkingisamap M: P — N
assigning to each place a number of fokens. A transition
t is enabled in M, denoted by M —, if M(p) > F(p,1)
for every place p € P. Firing, or performing, an enabled
transition 7 in M leads to the marking M’, where M’ (p) =
M(p) — F(p,t) + F(t,p) for every p € P; denoted by
M - M. For finite transition sequences o € T*, we write

M L to denote that o is enabled in M ,and M I M to
denote that M’ is the marking resulting from the firing of o

from M. A marking M is reachable from My if My M
for some o € T*.

A labeled Petri net (LPN) is a tuple G = (P,T,%,%, 1),
where (P,T,¥) is a Petri net, X is a finite alphabet, con-

@ o, W@ o )y @ o, tad)

Figure 5. An LPN with alphabet {a, b} and the labeling of tran-
sitions A(t) = A(t2) = a, A(13) = b, and A(t,) = A(ty) = €.

taining labels, and 1: T — X U {&} is a labeling function,
assigning labels to transitions. The function A is also viewed
as homomorphism A: T* — X* (satisfying A(e) = ¢ and
A(uv) = A(u)A(v)). If A(¢) € Z, then ¢ is observable, and if
A(t) = g, then t is unobservable; see, e.g., Peterson (1981)
for more details.

Given an LPN G, a marking My is live (i.e., deadlock-free) if
there is an enabled transition in each marking reachable from
My, and it is convergent if no marking reachable from M,
enables an infinite sequence of unobservable transitions. The
liveness problem is tightly related to the reachability problem
for Petri nets, and has a huge complexity, being Ackermann-
complete (Czerwinski and Orlikowski, 2021; Leroux, 2021),
while the convergence problem is equivalent to promptness,
and thus EXPSPACE-complete (Atig and Habermehl, 2011).

Definition 3 (Weak Diagnosability for LPNs). Let G =
(P,T,¥,%,2) be an LPN with a specified set Ty C {t € T |
A(t) = &} of faulty transitions, and with an initial marking
My. A transition sequence o € T* is faulty if some t € Ty
occurs in o. We say that (G,Ty, My) is weakly diagnos-

able if for every faulty sequence o such that M Z, there
is o/ € T*, where M 22, and each sequence p € T* sat-
isfying My 2, and A(p) = A(oo”) is faulty.

Figure 5 depicts a live and convergent LPN (G, {¢7}, My).
It is clear that once b is observed, we know that a fault has
occurred. However, the system is not diagnosable since after
the occurrence of the fault transition # it might be perform-
ing just the transition #; indefinitely. But it is weakly diag-
nosable, since any faulty sequence has an extension with the
observable content ab, which yields the overall observation
that only faulty sequences can match.

‘We now state the main theorem.

Theorem 4. Given a live and convergent LPN (G, Ty, My),
it is undecidable if it is weakly diagnosable.

We prove the theorem in the rest of this section. Our proof
is partly inspired by a construction from Jancar (1995) that
shows the undecidability of action-based equivalences for
labeled Petri nets. This construction does not yield our result
directly, and thus subtle enhancements needed to be found.
We get the undecidability of weak diagnosability by a re-
duction from a variant of the (undecidable) halting problem
(HP) for the counter machines introduced by Minsky (1967),
i.e., for simple programs that are equivalent to Turing ma-
chines but operate on nonnegative integer counters. Specifi-
cally, we use a reduction from the problem in Proposition 1



below.

A Minsky machine M with two counters c¢; and c; is a se-
quence of numbered instructions

0:insg;1:insy ;2 :insy... ;k :insg (D)

where ins; = HaLr, and each ins;, i € {0,1,...,k—1}, is of
one of the following two types:

a) (c; =cj+1;c010 ?)
where j € {1,2} and ¢ € {0, 1,...,k},

b) 1F ¢; = 0 THEN GoTo {; ELSE (¢ = ¢j — 1;GoTo0 {»)
where j € {1,2} and ¢,6, € {0, 1,...,k}.

Given initial counter values x{,x; € N of ¢; and ¢, re-
spectively, the computation of M for x; and x, executes the
program, starting with the initial instruction insg; it clearly
keeps the counter values nonnegative, and it halts if it reaches
the instruction HALT (i.e., insg), while it is infinite otherwise.
For our aims it is useful to introduce the (nondeterministic)
relaxed machine Mgg, related to M: we replace the ELSE-part
of instruction b) with the nondeterministic choice perform-
ing either coto ¢; or (c; := c; — 1;G0TO {3); Mg can thus
cheat by choosing to perform Goro £; even when c; > 0.

We say that M is eligible if Mg has a halting computation
for some x;,x, € N; this property of M is easily decidable
(it amounts to checking if there is a path from O to k in the
naturally defined graph with the nodes {0, 1, ..., k} and the
edges induced by the instructions ins;).

Proposition 1. The following problem HP is undecidable:
Instance: an eligible Minsky machine M with two counters;
Question: are there x|, x, € N for which M halts?

Now we fix an instance M of HP, of the form (1), and con-
structan LPN G = (P, T, ¥, £, 1), with one faulty transition
terr, and a marking my. It will be clear that (G, {tcy}, mg)
is live and convergent, and we will show that M is a positive
instance of HP iff (G, {t.,,}, mo) is weakly diagnosable.

The construction of G is illustrated using a simple program
in Figure 6; we sketch the idea before giving a formal de-
scription. We can consider two disjoint copies M, M, of
M;g working on the same counters cp, cy; in Figure 6, a
token being in b; or b, determines which of M; and M,
is currently simulated. If a computation halts (a token is in
q» in Figure 6), then a faulty transition 7.,, is enabled if
M, is active, while a non-faulty transition ¢,.,, is enabled
if M, is active. After any of 7., t,err, there is a possibil-
ity to restart M; with any chosen counter values x, x € N.
Moreover, there is an adjustment entailing that each cheat-
ing move Goto ¢; of M| has an analogue that switches the
control to M. This idea is implemented by the LPN G de-
fined as follows. The set of places is

P={c1,c2} U{qo0.q1,....q} U{r} U {by, bs},

and the initial marking mg satisfies mo(qo) = mo(by) =
1 and mo(p) = 0 for all p € P\ {qo,b1}. The set £ of
observable actions is

{INC, DEC, ZER, RESET, INC], DEC1, INC2, DEC2, RESTART}.

The transition set T, the flow relation ¥ C (PXT)U (T X P),
and the labeling function A: T — XU {&} are defined by the
points (1)—(6) below, where we use a transparent notation:

e.g., the expression ¢; = {g¢,cj} denotes a transition ¢
with F~1(1) = {q:}, F(t) = {q¢.c;}, and A(¢) = Inc.

(1) Fori € {0,1,...,k=1},ifins;is (c; := c;+1; G010 ),

. . . .« INC
then it gives rise to the transition g; — {q¢,c;};
(2) fori € {0,1,...,k—1}, if ins; is
1F ¢; = 0 THEN GoTo {| ELSE {c; = ¢; — 156010 {1},
then it gives rise to two zER-transitions
ZER ZER
qi — 44 and {Qi’cj, bl} — {C]{’l, Cj9 bz}’
and one pEC-transition {g;,c;} LN qe;
(3) the single faulty transition ¢, is
&
{qk. b1} — {r, b1},
and there is also a non-faulty #,.,, transition
&
{qr, b2} — {r.b1};
. RESET
(4) foreachi € {0,1,...,k—1}, there is g; —— r;
(5) there are counter-setting transitions
iNcl pEC]
r—{r,c1}, {r,c1} —r,
INC2 DEC2
r—{r,c2}, {r,co} —r;

(6) finally, there are restarting transitions
RESTART RESTART

{r,b1} —— {qo, b1}, {r, b2} —— {q0, b1}

The places c1, cp naturally represent the current values of the
two counters of M, while qo, q1,...,qx, 7, b1, by are “con-
trol places”; we observe that each marking m € R(mg) =
{m | m is reachable from mg} satisfies:

m(by) +m(by) =1, and
m(qo) + m(q1) +---+m(qr) + m(r) = 1.

For any m € R(mg) we use the notation (g, b, x1,x2) where

q €{q90,91,--.,q9x YU {r}, and m(q) =1,
b € {b1, by}, and m(b) =1,

m(cy) = x; and m(cy) = x3.

The marking (g;, b, x1,x2) is meant to correspond to the
configuration of M, where the instruction i : ins; is about to
be executed. The place r is viewed as a “reset place”, and
b € {by, by} serves as a “binary flag”. Since Petri nets cannot
test places for zero, G can simulate M unfaithfully; but we
can make the following observations, for all m € R(my):

a) for every (g;,b,x1,x7) where i € {0,1,...,k—1} we
have (g;, b, x1,x2) 4 (r,b,x1,x;) for a RESET-transition

t
t from (4); moreover, (g, b,x1,x2) — (r,b1,x1,x2)



trse1 (RESET) I
t;11(DEC)

to(INC)

qo q1

t13(ZER)

trsto (RESET)

terr (S)

tnerr (€)

t,4.(RESTART)
t,2.(RESTART)

t,z(INCZ)I tDz(DECZ)I t,l(INC1)I tm(DEC1)I

Figure 6. LPN G for the Minsky machine "0 : (c; := ¢y + 1; Goto 1); 1 : 1F ¢3 = 0 THEN GoTO 2 ELSE (¢p := ¢y — 1; goto 0); 2 : HALT"

where the transitions corresponding to (1)—(6) of the construction are in cyan, red, s N

where ¢ is from (3), namely the faulty transition #.,, if
b = by, and the non-faulty transition #,,.,, if b = by;
b) for every b € {by, by} and xi,xé,xl,xz € N we have

o t
(r,b,x1,x5) — (r, b,x1,x2) = (q0, b1, X1, X2)

for o consisting of transitions (5) and ¢ belonging to (6);

c) the only possible case of nondeterminism with respect
to labeling is the case of zer-transitions in (2) at mark-
ings (g, b1,x1,x2) where x; > 1; in this situation, the
instruction ins; of M prescribes decreasing of ¢, while
G can “cheat” and perform one of the two enabled zEr-
transitions instead, the second one moving the token from
by to by;

d) for every two runs (gqg, b1,0,0) AN (gq,b,x1,x2) and
(0,b1,0,0) = (¢, b',x/, x}) with A(0y) = A(02) we
have (x1,x3) = (xi,xé), we might have b # b’, and if
q # q’, then {q,q’} = {q«,r}, and thus precisely one of
o1, 0 can be prolonged by an e-transition (from (3)), by
which the first component g, changes to r as well.

We recall that we aim to show that M is a positive instance
of HP iff (G, {t.,,}, mo) is weakly diagnosable, where m( =
(q0,b1,0,0); we show this by the implications “=" and
“<” below.

“=". Let M be a positive instance of HP, and let us fix
some counter values ¥i,X, € N for which M halts. Let

(90, 01,0,0) N (q,b,x1,x2) be an arbitrary faulty run of
G, that is, o € T*t.,.T*. Using the observations a) and b),

we get a run (g, b, x1,x2) iR (qo, b1,%1,X2). Now, we con-

sider the run (qg, b1, X1, X2) 2, (qk, bl,xi , xé) that faithfully
simulates the computation of M, and is followed by

te t
(qr» b1, x],x5) = (r,b1,x],x5) = (0, b1, x],X5),

where ¢ is the first RESTART-transition from (6). By d) and
¢), any run (qg, b1, 0, 0) 5 m, where A1) = Aonpte,,t),

, and blue, respectively.

must be of the form

errl

’ _ _ p[
(40, 51,0,0) = (qo, b1, %1,%2) — (qo. b1, x},x})

(since there is no cheating in the run (qq, b1, X1, X2) i).
Hence (G, {te;r}, mo) is weakly diagnosable.

“<.” Let M be a negative instance of HP, that is, there are
no values x;,x, € N for which M halts. Since M is eligible,
Mg, has some halting computations (though all of them are

cheating), which entails that there is a faulty run myg Zm
of G, that is, o € T"t,,,T*. We now fix an arbitrary faulty

run my s m of G, and show that there is a run m Zom
where A(0’) = A(o) and the faulty transition ., does
not occur in ¢”’; this will entail that (G, {t.,,}, mg) is not

weakly diagnosable. (Indeed: If we prolong my 2 m with
any continuation, we still get a faulty run, and for this run
there is a non-faulty run with the same observable content.)

To this end, let us consider one particular occurrence of
the faulty transition t.,,, i.e.{gx, b1} i {r, b1}, in the run

mo — m. It must be the final transition in the respective
shortest subrun of the form

P te
(90, b1, x1,X2) = (qk> b1, x7,x5) = (r, b1, x7,x5).

The subrun (gqq, by, x1,X2) 2, (qk,b],xi,xé) cannot mimic
the computation of M for x;,x; (since M does not halt
for x1,x2), and hence at least once a zer-transition was
used instead of the correct pec-transition. Let us replace

. .. ZER
one occurrence of such a cheating transition g; — ¢

by the transition {g;,c;, b1} =, {qe, cj, by} for the re-
spective j € {1,2}; the occurrence of t.,, at the end of
the subrun is then replaced with the non-faulty transition



{qr, b2} 5 {r, b1}. This replacement of two transition oc-
currences in o leads to another enabled sequence that has
the same observable content as o- and one occurrence of 7.,
less than o. Continuing in this way, we create the required

0_/
mo — m’ with no occurrences of t.,,.

The proof of Theorem 4 is thus finished.

7 Conclusion

We investigated the complexity of verifying strong and weak
diagnosability for discrete-event systems modeled by au-
tomata and Petri nets, offering new insights into the com-
putational limits of these verification problems. Our results
highlight the inherent computational challenges in verify-
ing diagnosability in discrete-event systems, suggesting that
any future progress in this area will likely require overcom-
ing fundamental complexity barriers. For an overview of
the results, see Table 1. Future work will consider exten-
sions to timed discrete-event systems Miao et al. (2025b,a)
and stochastic discree-event systems Bertrand et al. (2014);
Lefebvre and Hadjicostis (2022), as well as to fault pattern
diagnosis Lefebvre et al. (2023); Ma et al. (2023), which
may require seeking additional hypotheses.

A Deciding liveness and convergence

Theorem 5. Deciding liveness and convergence of modular
systems modeled by automata is PSPACE-complete.

Proof. To sketch membership, a nondeterministic algorithm
guessing a path from an initial state to a state violating the
property state by state needs polynomial space to store an
n-tuple of states of the modular system consists of n com-
ponents; hence, liveness (resp. convergence) can be verified
in (nondeterministic) polynomial space.

For hardness, we reduce the DFA-intersection prob-
lem (Kozen, 1977): Given DFAs By, ..., B, over a common
alphabet X, is (L, L, (B;) = 0? Without loss of general-
ity, we assume that B; are complete, i.e., L(B;) = X*. Let
a,x,yi,...,¥yn € Z be new events. From B;, we construct
A; by adding a self-loop under a to every state of B;, and
by adding a new state g; with a self-loop under y;, to which
we have a transition under x from every accepting state of
B;. The only accepting state of A; is the new state g;. See
Figure A.1 for an illustration. The events of X U {a,x} are
observable; the status of y; is discussed below. Then the
automaton A; is live but not convergent when y; is unob-
servable; notice that a composition of convergent automata
is convergent.

We have L(A;) = (XU {a})" U L,,(B;)xy;, and therefore
LI, A:) = (ZU{a})” UNL, Lm(Bi)xy;. We show that
I, A; is live/convergent if and only if (., L,n(B;) = 0.

Figure A.1. Modification of each DFA B,;.

If L) Lm(Bi) = 0, then L(|| A;) = (X U {a})*, which
is live, because every A; is complete over ¥ U {a}, and
convergent, because it contains no unobservable events.

If N1, Lm(B:) # 0, then L(|[ A;) = (2 U {a}h)* U
Miz; L (B;)xy?, and therefore there is a word w such that
wx € (N, L,(B;)xy:. However, after reading wx, the au-
tomaton || A; is in state (g1, ..., ¢n), which is blocking
if (at least one of) yi,...,y, is shared, showing that the
composition is not live, or contains a cycle of unobservable
events if y{,...,y, are local unobservable events, showing
that the composition is not convergent. O
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